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What is API 11642

= APl 1164 is a security standard for pipeline and
SCADA systems. Version 1 was developed after the
terrorist attacks on September 11th, 2001.

= The standard “provides guidance to the operators
of oil and gas liquids pipeline systems for
managing SCADA system integrity and security.”

= Primary objectives of the standard:
= Analyze vulnerabilities that can be further exploited

= List the processes to identify these system
vulnerabilities

= Provide a list of best practices to harden the core
architecture

= Provide examples of industry best practices
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Key Terms in APl 1164 V3

= Industrial Automation and Control Systems (IACS) - From ISA/IEC 62443, a collection of personnel,
hardware, software, and policies involved in the operation of the industrial process and that can
affect or influence its safe, secure, and reliable operation. As used in API-1164v3, this includes, but
is not limited to, supervisory control and data acquisition (SCADA), local control, and industrial
internet of things (lloT) solutions [aka ICS or OT].

= |AC Cybersecurity Profile - From API-1164v3, A collection of defined IAC (industrial automation and
control) cyber activities and desired outcomes (functions, categories, subcategories, procedures,
practices, and controls) that manages risk to mission/business objectives. API-1164v3 defines three
IAC cybersecurity profiles: Baseline, Extended, or Enhanced.

= Protection Requirements - Set of protections (for each profile) alighed to the NIST Cyber Security
Framework, derived from NIST 800-53 and NIST 800-82 [aka controls]
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Key Terms in APl 1164 V3
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History of API 1164

An effort to secure SCADA systems

API Standard 1164 v1, API Standard 1164 v2, API Standard 1164 v3,
September 2004 June 2009 August 2021
® O o

Initially created to provide Updated based on a cross review with Rewritten to

guidance to the operators of oil
and gas liquid pipeline systems
for managing SCADA system = DOE’s 21 Steps to Improve Cyber
integrity and security. Security of SCADA Networks

= QOther API standards = |ncrease scope to cover all
pipeline OT environments
(SCADA, local controls and IloT)
for both oil and natural gas

= National Institute of Standards and

Technology (NIST) 800 Series. " Harmonize with the NIST

Cybersecurity Framework (CSF)

= Cover requirements from the
2018 TSA Pipeline Security
Guidelines



Key Objectives for Version 3
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Consensus based approach with support from oil and
natural gas community and federal partners

APl 1164 v3 is built on fundamental security principles
that largely extend to other sectors

Progression based which can be customized to any sized
entity across industries

Protections in the standard are driven by organizations’:
* Business and Mission Objectives
» Significant Threats
» Significant Impacts
* Organization Specific Constraints

Expanded scope to address threat emanating from
increasingly converged environments



Collaboration was Key

By the Numbers:

5,000+ hours of
work by pipeline
owner/operators

Nearly three years
of development

300 Working
Sessions

50+ Companies
Participated
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Building Blocks of API 1164

NIST
CSF

NIST NIST
800-82 800-53
TSA
ISA/IEC Pipeline
62443 Security
Guidelines

axio

Risk

Based
Approach




API 1164v3 Implements NIST CSF for pipelines

= NIST Cyber Security Framework provides .
the organizational construct Cra Tasruche Cyberspurty

— API Adopted the NIST CSF Framework Core
to organize protection requirements

Asset Management (ID.AM)
Business Environment (ID.BE)

— Structure enables clear mapping from o
NIST CSF to APl 1164v3 B isk Assessment (ID.RA)

Risk Management Strategy (ID.RM)
Supply Chain Risk Management (ID.SC)

Identity Management, Authentication and Access Control (PR.AC)

= Protection Requirements are derived from
NIST CSF Informative References
NIST 800-53 and NIST 800-82

= Methodology for defining Security Zones to apply

- ascscl
COBIT 5 BAI09.01, BAI09.02

IDAM-1: Physical devices and systems within the |- ISA 62443-2-1:20094.23.4

organization are inventoried © ISA62443-3-3:2013 SR 7.8

- ISO/IEC27001:2013 AS.11,A8.12
NIST SP800-53 Rev. 4 CM.8, PM-5

- ascsc2

- COBIT5 BAID9 01, BAI09.02, BAI09.05
. d applicati I 234
within the organization are inventoried 1SA62443-3-3:2013 SR 7.8

- ISO/EC27001:2013 AS.11,A8.12,A125.1
NIST SP800-53 Rev. 4 CM-8, PM-5

Protection Requirements based on ISA/IEC e __
e |1D.AM-3: Organizational communication and dat: T ISAG24432120094234
6 24 43 | IDENTIFY (D) s o | et ISONEC270012013 A13.2.1,A1322
es -___NIST SP800-53 Rev.d AC-4, CA-3, CA-9 PL-§

and the organization’s isk s -~ ascsci2
1D.AM-4: External information systems are ‘COBIT 5 AP0D2 02, APO10.04, DSS01.02
catalogued ISO/IEC27001:2013 A11.2.6
- NISTSP800-53 Rev. 4 AC-20. SA
-~ ascscis

COBIT 5 APO03.03, AP03.04, APO12.01, BAI04.02, BAI09.02
- ISA62443-2-1:20094236
20134821
NIST SP800-53 Rev. 4 CP-2, RA2, SA-14,5C-6
- CsCsC17,19
1D.AM-6: Cybersccurity roles and responsibilities | coBIT s APOO1.02. APOOT.06, APO13.01, DSS06.03
for the entire workforce and third-party . : :
stakeholders (e.g., suppliers, customers, partners)
are established

1SA62443-2-1:20094323.3
ISO/IEC27001:2013 A6.1.1
- NISTSP800-53 Rev.d CP-2. PS7 PM-11

dXl10 10




Organization of APl 1164 v3 rooted in NIST CSF

dX10

Detect

IDAM  Asset Management

Business Environment

Governance

Risk Assessment

Risk Management Strategy

Supply Chain Risk Management

PRAC Identity Mgmt. / Access Control

PRAT Awareness and Training

';'*:'“

~ Data Security

Info. Protection Procedures

APl 1164

6 ONG Industrial Cybersecurity Profiles
6.1 Identify (ID)
s 6.1.1 Governance (ID.GV)
X 6.1.2 Risk Management Strategy (ID.RM)
6.1.3 Business Environment (ID.BE)
.~ 6.1.4 Supply Chain Risk Management (ID.SC)
6.1.5 Risk Assessment (ID.RA)
6.1.6 Asset Management (ID.AM)
6.2 Protect (PR)
[T 6.2.1 Access Control (PR.AC)
[ 6.2.2 Awareness and Training (PR.AT)
[~ 6.2.3 Data Security (PR.DS)

Maintenance

6.2.4 Information Protection Processes / Procedures (PR.IP)

Protective Technology

— 6.2.5 Maintenance (PR.MA)

DEAE Anomalies and Events

DE CM Security Continuous Monitoring

DEDP Detection Processes

RS RP Response Planning

RS.CO Communications

;=L Analysis

[

+ 6.2.8 Protective Technology (PR.PT)
6.3 Detect (DE)
“— 6.3.1 Anomalies and Events (DE.AE)
[~ 6.3.2 Security Continuous Monitoring (DE.CM)
—— 6.3.3 Detection Process (DE.DP)
6.4 Respond (RS)
[~ 6.4.1 Response Planning (RS.RP)
—+ 6.4.2 Communications (RS.CO)

Mitigation

—* 6.4.3 Analysis (RS.AN)

Improvements

~+ 6.4.4 Mitigation (RS.MI)

Recovery Planning

—+  6.4.5 Improvements (RS.IM)
6.5 Recover (RC)

Improvements

6.5.1 Recovery Planning (RC.RP)

Communications

*  6.5.2 Improvements (RC.IM)

6.5.3 Communications (RC.CO)
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API 1164 V3 Architecture

NIST CSF Function Baseline (P1) Profile Enhanced (P2) Profile Extended (P3) Profile

Identify
Detect
P1 Protection P2 Protection P3 Protection
Requirements Requirements Requirements
(controls) (controls) (controls)

Respond

Recover

4
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Protection Requirements sourced directly
from NIST 800-53 and NIST 800-82

= NIST Special Publications form the basis for protection
requirements in APl 1164 V3:
— 800-53 Security and Privacy Controls for Information O otoms (G5 Secarity
Systems and Organizations e

— 800-82 Guide to Industrial Systems Security

NIST Special Publication 800-53
Revision’s

= Guidance and Controls from NIST are: R
— Identified in NIST CSF references wormeson e g |
— Mapped and reconciled —
— Analyzed for relevance and applicability I w"“N'S*f‘»rw

— Refined into actionable protection requirements
— Further detailed with supplemental guidance

NIST
Netionel It of
Stndards kYo
o=l
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ISA/IEC 62443 Cybersecurity Standards ISAJIEC

Security of Industrial Automation and Control Systems (IACS)

62443

= Joint effort of The International Society of Automation (ISA) and the International
Electrotechnical Commission (IEC) to improve IACS cybersecurity

= Engineered approach for IACS cybersecurity

= |nitially developed for the industrial process sector but since expanded to apply to other
sectors

= Brought together industrial cyber security experts from across the globe to develop
standards on industrial automation and control systems security that are applicable to
all industry sectors and critical infrastructure

axio 14



Incorporating ISA/IEC 62443 into the Standard ISAJIEC

API 1164 v3 used ISA/IEC 62443 methodologies to tie together 62443
disparate Security Concepts

(\ GLOBAL
ISAY CYBERSECURITY
e’ ALLIANCE

= AP| 1164 v3 mapped and refined content
from ISA/IEC 62443

= The standard went beyond even what is
listed in NIST CSF informative references to
pull and incorporate content from the entire
family of 62443 standards (2 Standards in
CSF vs. 6 in AP11164 v3)

Security Lifecycles in the ISA/IEC 62443 Series

®* The result is a standard that represents the Security of Industrial Automation
. . and Control Systems
best in breed of security standards focused
on pipeline environments

www.isa.org/ISAGCA
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ZONEA

S ISA/IEC
CONDUIT 62443

Incorporating ISA/IEC 62443

Security zones and conduits

ZONEB

>
il

API 1164 v3 draws on ISA/IEC 62443 to bring
clarity to protection boundaries zoneC

L . CONDUIT

= Security Zones - Groups of physical or logical A BB =
assets that share common security requirements, E : -
which have clearly defined borders (physical or e s

logical). | | A [@@
= Security Conduits - Connections among Security
Zones are called conduits and must include - conoun
security measures in order to control their access, — i
resist denial of service attacks, prevent the (] '
spreading of any other type of attack, act as a ZONE},
shield for other systems in the network and protect T g
the integrity and confidentiality of = = ZoNeEF 1
communications. (P z":

L 1 CONDUIT

. | CONDUIT T

Diagram from

ZONE C4y = ¥
0 . g AT T o
https://www.incibe-cert.es/en/blog/zones-and-conduits-protecting-our-industrial-network BASIC ﬂ %
CNTRL Hi
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Incorporating TSA Pipeline Security Guidelines

= Security Guidelines have been incorporated into the
Standard in version 3

— API 1164 v3 addresses all security measures in the
Guidelines

— Content from the guidelines included directly in the body
of APl 1164V3 protection requirements

— Baseline and Enhanced security measures from the
guidelines have been further broken down adding an
Extended grouping for more granularity.

— The Standard now includes timelines for Recurring Actions
Requirements to bring it into alignment with the
Guidelines

dXl10

TSA

Pipeline

The table below lists the recu
frequer

Annex C

linformative)

Recurring Actions

rming action requirements that have a specified frequency. Most of these
ncies are from the TSA Pipeline Security Guidelines.

Table C.1—Recurring Action Requirements

12 Months

36 Months

(Qualifier: IAC cyber environment only has 11-Low
impact rated IAC segregated environments)
2 Review and update the IAC cybersecurity policy as
H appropriate.
3 (Qualifier: IAC cyber environment only has I1-Low

impact rated IAC segregated environments)
Review and update the IAC cybersecurity plan as
appropriate.

(Qualifier: IAC cyber environment has at least one
impact rated IAC segregated environment higher than
11-Low)

Review and update the IAC cybersecurity policy as
appropriate.

Reassess the design effectiveness of IAC segregated
mmmmm it cybersecurity controls.

(Qualifier: IAC cyber environment has at least one
impact rated IAC segregated environment higher than
1-Low)

Review and update the IAC

Reassess the operating effectiveness of IAC
controls.

plan as
when all IAC

an impact rating of 11-Low.

(Qualifier: Newly identified or a significantly modified
IAC segregated environments)

Assess the design effectiveness of IAC cybersecurity
controls.

(Qualifier: Newly identified or a significantly modified
IAC segregated environments)

Assess the operating effectiveness of IAC cybersecurity
controls.

papuspa

Reassess IAC supply chain risk.

Security
Guidelines

17




Line of sight from API 1164 to
TSA Pipeline Security Guidelines

= AP| 1164v3 and the TSA Pipeline Security
Guidelines leverage NIST CSF as an organizing
construct creating an inherent mapping

— Common denominator allows for simple referencing

— Adopting the Standard meets or exceeds the
security measures laid out in the guidelines

dXl10

TSA
Pipeline

Security
Guidelines

Annex A
(informative)

API Standard 1164 Construction and Mapping

A.1 U.S. TSA Pipeline Security Guidelines Inclusion

The US. tion Security It (TSA) maintains the Pipeline Security Guidelines
document. The scope of TSA’s is to natural gas and hazardous liquid
transmission pipelines, natural gas distribution pipeline systems and liquified natural gas facility
operators. The are also to ipeline systems that transport materials

categorized as toxic inhalation hazards. The TSA guidelines provxde criteria that operators must use to
assess and determine criticality of each of their facilities. The guidelines identify baseline security risk-
reduction measures that must be implemented at each facility, as well as enhanced measures that must
be implemented at facilities determined to be critical

"H1iD 90 5, BSBNT 40} 92-10-202 1O AN TS 01 P

In March zms TSA issued a revised version to address challenges in the everchanging security
was to align the TSA cybersecurity principles, aspects, and
requlremen's to the NIST CSF. TSA did this by mapping their baseline and enhanced security measures
to the NIST Framework Core.

J5A Sccurity Guidelines NIST (ihrrv‘runw Framework

"103°190.1510 00 1371 19948531 KQ PINGTASTO PaVIFAS S Mupiomiau

N\ o s i
\[ the organtation e e
/ 0.2 Sctware pafornsand pplctions
s 010 | e st

The data personne, devices,
svstems, and acives that

D e T r—
orssen il ne [

|cassification, crticalty, nd business vlue

l'vmnnluumti-m and third paty
establshed

Figure A.1—TSA Cybersecurity Measures to CSF Core Mapping

The baseline measures and enhanced measures specified in Pipeline Security Guidelines are used to
apply a security control rating of “baseline” or “enhanced”. AP 1164 has leveraged this jand refined it into
three levels of security protections.

A.2 NIST Cy ity Fr KF

The NIST C i allows signi freedom in how it is used or implemented. This is
reinforced by clearly stating that the presentation format chosen for the Framework Core is not to be
interpreted as prescribing a security program’s implementation order or priority. This standard leverages
this flexibility to align the Framework Core to one of its guiding tenets: actionable and thereby
implementable.
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Built on a Foundation of Risk Management s

Approach

Frame Risk

= APl 1164 v3 outlines a methodology - Risk Strategy

* Risk Assessment
Process

for:
o Risk'Response
— Defining a Risk Management Strategy et
— Consistently Assessing Risks
— Defining Risk Tolerances

. . Assess Risk
— Formally Responding to Risks Monitor Risks .« Threats
. ) on an ongoing * Vulnerabilities
— Monitoring Risks basis « Impact
¢ Likelihood

= Qutputs of Risk Management
processes shape how protections are
selected and applied Risk Response

¢ Tolerate
e Treat
¢ Terminate

* Transfer

axio 19



Revisiting the Building Blocks of API 1164 V3

Consensus
based

Collaboration:
5,000+ hours
of work by
pipeline
operators

API 1164

Risk
Based
Approach

ISA/IEC
62443

TSA
Pipeline
Security

Guidelines
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Deploying the Standard

axio

4 N

* |dentify cyber assets
and data

e Define boundaries
(zones + conduits)

Determine

Environment Scope

Determine Impact

Objectives

e | ow
e Medium
e High

e Baseline
e Enhanced
e Extended

\ Apply Protection
Profile

21



Anatomy of a Protection Requirement in APl 1164 v3
6.1.6 ID.GV-3—IAC Cybersecurity Legal and Regulatory Requirementsm

dXl10

The organization understands its legal, regulatory, and contractual requirements. These requirements can impact
an organization’s business objectives. Compliance with these requirements helps organizations avoid breaches of—
legal, regulatory, or contractual obligations related to IAC cybersecurity.

P1: (1), (2); (3) P2: (1); (2); (3) ‘P33 (1) (2); (3) ‘

6.1.6.1  Baseline Profile Requirements

1) The IAC cybersecurity plan requires that sources of legal and regulatory requirements applicable to or
impacting the IAC cybersecurity environment are cataloged.

2) The IAC cybersecurity plan requires that legal and regulatory requirements be included in risk management
decisions.

3) The IAC cybersecurity plan requires that legal and regulatory cybersecurity requirements be clearly
communicated to stakeholders.

6.1.6.2 Enhanced Profile Requirements

See P2 in the table above for enhanced profile requirements.
6.1.6.3 Extended Profile Requirements

See P3 in the table above for extended profile requirements.
6.1.6.4 Supplemental Guidance

a) Organizations should consider formal training that is completed at a risk-appropriate frequency on applicable

Requirements
organized by
protection profile

level

Supplemental

legal and regulatory cybersecurity requirements based on IAC user role.

Guidance

22



Protection Requirements in the context of risk

dXl10

6.2.7 ID.RM-3—<Critical Infrastructure Risk Tolerance

The organization’s place in critical infrastructure should be identified and clearly communicated. The objective of

the critical infrastructure risk tolerance activities is to ensure the organizational roles in these contexts are
considered during risk analysis in the organization’s determination of its risk tolerance and resulting risk
responses.

P1:

None P2: (1); (2); (3); (4); ()

P3: (1), (2); (3); (4); (9)

6.2.7.1 Baseline Profile Requirements

There are no baseline profile-specific requirements.

6.2.7.2 Enhanced Profile Requirements

1) The IAC cybersecurity plan requires that risk management processes document the organization’s role in the
critical infrastructure risk in the IAC risk management strategy document.

2) The IAC cybersecurity plan requires that the organization's role in the critical infrastructure risk is

incorporated into the organization's risk tolerance posture.

3) The IAC cybersecurity plan requires that the organization’s role in the critical infrastructure risk is considered
in risk management decisions, including, but not limited to, risk assessment (e.g., likelihood and impact
calculations), rating risk (e.g., risk criticality rating), and risk response actions and prioritization.

4) The IAC cybersecurity plan requires that the organization’s role in the critical infrastructure risk is considered
in decisions regarding the definition of roles and assignment of responsibilities.

Requirements vary
based on risk
tolerance
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Applicability and Flexibility

dX10

ID.AM Asset Management
L IDBE | Business Environment

- it

sKeV'E Governance

Identify

PR Risk Assessment

BNV M Risk Management Strategy

Supply Chain Risk Management

A X

PRAC Identity Mgmt. / Access Control

PRAT Awareness and Training

1.1\ 1 Data Security

288 Info. Protection Procedures

APl 1164

6 ONG Industrial Cybersecurity Profiles

6.1 Identify (ID)
___» 6.1.1 Governance (ID.GV)
» 6.1.2 Risk Management Strategy (ID.RM)
6.1.3 Business Environment (ID.BE)
6.1.4 Supply Chain Risk Management (ID.SC)
6.1.5 Risk Assessment (ID.RA)
6.1.6 Asset Management (ID.AM)
6.2 Protect (PR)
6.2.1 Access Control (PR.AC)
6.2.2 Awareness and Training (PR.AT)
6.2.3 Data Security (PR.DS)

SRR BN Maintenance

6.2.4 Information Protection Processes / Procedures (PR.IP)

I Protective Technology

LT

6.2.5 Maintenance (PR.MA)

DEAE Anomalies and Events

DE CM Security Continuous Monitoring

DE DP Detection Processes

RS RP Response Planning

RS.CO Communications

: & - Analysis

+ 6.2.6 Protective Technology (PR.PT)
6.3 Detect (DE)
“—+  6.3.1 Anomalies and Events (DE.AE)
[~ 6.3.2 Security Continuous Monitoring (DE.CM)
— 6.3.3 Detection Process (DE.DP)
6.4 Respond (RS)

—
“_\’ 6.4.1 Response Planning (RS.RP)
——+ 6.4.2 Communications (RS.CO)

EA U Mitigation

—* 6.4.3 Analysis (RS.AN)

SN Improvements

—+ 6.4 .4 Mitigation (RS.Ml)

P Recovery Planning

~—+ 6.4.5 Improvements (RS.IM)
6.5 Recover (RC)

S8 Improvements

6.5.1 Recovery Planning (RC.RP)

2{selel Communications

*  6.5.2 Improvements (RC.IM)

6.5.3 Communications (RC.CO)
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Who can leverage API 1164 V3?

Stakeholders from a variety of functions and backgrounds concerned with Industrial and
Automation Control System Security can leverage the standard.

Example Stakeholders include:

Managers responsible for pipeline systems

Information Technology (IT) staff (e.g., system administrators, network administrators)
Operational Technology (OT) staff (e.g., control engineers, integrators, and architects)
Supply chain stakeholders (e.g., products and services vendors)

Regulators concerned with pipeline and broader OT cybersecurity

Government stakeholders concerned with pipeline and broader security needs

Researchers, academic institutions, and analysts
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Accessing API1 1164 V3

Institute

* The API 1164 V3 Standard is e e s corme smimiee- 2

available at through the API
website and API Publication
store

API Standard 1164, 3rd Edition

APl published the 314 edition of Standard (Std) 1164, Pipeline Control Systems Cybersecurity. This standard provides requirements and
quidance for managing cyber risk associated with industrial ion and control (IAC) to achieve security, integrity, and
resiliency objectives. This standard helps protect pipeline infrastructure through enhanced digital and operational safeguards to improve safety

= Electronic PDF and Print
versions are available at
www.techstreet.com

Stay up-to-date on all API Publications like Std 1164 across your organization with APl Standards 0

American Petroleum Institute

Publications Store red By Techstreet™ Ty —

YOUMENOTLOGGEDIN  NEWPRODUCTS  MOST POPULAR CREATEACCONT oI

WELCOME TO THE
API PUBLICATIONS STORE

Since 1924, been the eauipment and for the ol
and natural gas industry.
Each year APT works with leading industry Subject-matter experts to maintain our inventory of over 600 standards and recommended
ices. X . an operations, improve
quaity assurance, and promote the global acceptance of petroleum products and best practices. API standards are designed to assist
their operations, comply with legisiative and regulatory.

ra hesith,
Latest Publications:

o1 sa 622
Type Testing of Process Valve Packing for Fugiive Emissions, Third Edition

91 5td 2610
Design, Construction, Operation, Maintenance, and Inspection of Terminal and Tank Faciltes, Third Edition

APt Spec 15X
Specifcation for Crossiinked Polyethylene (PEX) Line Pipe, Fist Edition

01 RP 19G10
Design and Operation of Intermittent Gas-Iift Systems, First Edition

AP15td 603
Corrosion-resistant. Bolted Bonnet Gate Valves - Flanaed and Butt-weldin Ends. Ninth Edition

dXl10
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